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Intelligent Sensor Fault Detection and Isolation in
Industrial System: A Data-Model Interactive
Subspace Approach

Shenquan Wang and Di Meng

Abstract—This paper proposes a novel intelligent fault
detection method, ie., combining the subspace identification
technique (SIT) with the data-model interactive compensation
mechanism for fault detection. More precisely, the design process
is divided into two primary stages: offline learning process and
real-time fault monitoring. In the offline learning phase, the fault
isolation algorithm is employed, along with parameter
identification using the subspace identification technique. Then
the online data undergo normalization processing and are
subjected to online fault detection using a trained offline model.
In addition, considering the accuracy of fault detection, this paper
designs the dynamic optimal threshold based on the fault
detection rate (FDR) and the false alarm rate (FAR). In the end,
the case studies on PT700 and Tennessee Eastman (TE) process
data are provided to confirm that the proposed method achieves
the fault detection objectives.

Index Terms—Subspace identification technique, intelligent fault
detection, data-model interaction, optimal threshold

I. INTRODUCTION

As modern science and technology advance swiftly,
particularly in aerospace, aviation, nuclear industry, and high-
speed railway sectors, the scale and complexity of industrial
systems have significantly increased. As a result, component
faults have become inevitable due to complex system
structures, continuous heavy workloads, and changing
external conditions. Undetected faults can degrade system
performance and may even lead to catastrophic consequences,
underscoring the necessity of fault detection (FD) technology.
In most industrial systems, sensors are crucial for perceiving
the external environment and determining the core capabilities
of intelligent devices. Reliable sensor measurements are
essential for system status monitoring, but sensor accuracy
can decline over time due to environmental influences,
leading to various types of faults. If sensor errors are not
detected promptly, they can result in significant industrial
accidents. Prompt detection of sensor faults is, therefore,
crucial for maintaining the safety and stability of system
operations.

Sensor fault detection methods in industrial systems are
mainly divided into model-based methods and data-based
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methods. A model-based fault detection scheme is an effective
tool for different types of sensor fault detections, such as bias,
gain, drift, card faults, etc. [1-7]. This method relies on
accurate mathematical models to describe the dynamic
behavior of the system. However, due to the complex
structure and uncertainty of industrial systems, it is often
challenging to develop precise models. The main drawback of
this approach is that inaccuracies in the model can lead to
decreased fault detection performance, making it difficult to
handle complex operating conditions and system dynamics.
Consequently, data-driven detective methods have gained
increasing attention. These methods utilize a large number of
historical data and advanced algorithms for fault detection,
effectively addressing the complexity and uncertainty of
industrial systems and providing more flexible and accurate
detective results.

Data-driven fault detection methods mainly include machine
learning methods, signal processing methods, and multivariate
statistical analysis methods. Machine learning based fault
detection methods can handle complex data and build highly
robust predictive models, offering advantages in automation
and intelligence [8—10]. However, these methods have high
computational complexity and are heavily dependent on the
quality and quantity of data. Signal processing based fault
detection methods have strong feature extraction capabilities,
allowing real-time data analysis and aiding in online
monitoring and fault detection [11]. However, these methods
heavily rely on expert knowledge. Multivariate statistical
analysis based fault detection methods can handle high-
dimensional datasets and effectively extract key fault features
from sensor data [12-14]. However, they have high
requirements for data quality, and noise, missing values, and
outliers can significantly impact diagnostic performance.

In summary, to fully leverage the advantages of various
fault detection methods, Ref. [15] proposes a data-model
interactive fault detection method based on subspace
identification technique (SIT). Subspace identification
technique does not require priori system models. It only
requires extracting useful information from a substantial
volume of input-output (I/O) data, avoiding the challenges of
model parameterization and nonlinear optimization. This
effectively addresses the problems of difficulty in model
building and poor data quality. Although subspace
identification techniques are robust to a certain extent of
noise, their recognition accuracy may decrease when noise
levels are high, affecting diagnostic reliability. Moreover,
setting threshold usually relies on empirical adjustments,
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lacking systematic guidelines. Therefore, it is necessary to
develop a new intelligent fault detection technology to address
the aforementioned issues.

Driven by the previous discussions, this article aims to
design a new intelligent fault detection technology based on
complex sensor signals under data-model interactive
compensation. First, the sensor data collected under normal
operating conditions are standardized to ecliminate the
influence of varying dimensions. Next, the data are partitioned
and reduced in dimensionality using a moving window (MW)
method, allowing for the extraction of main feature vectors to
form a low-dimensional subspace model for fault detection.
Based on this model, singular value decomposition (SVD) is
applied to obtain the equivalent vectors of the input and output
data, which are then used to construct residuals. Subsequently,
an isolation algorithm is employed to generate specific
residuals for each sensor. Finally, a dynamic threshold is
designed to achieve comprehensive fault detection. The main
contributions of this paper are as follows:

(1) Based on subspace identification technique, an
intelligent sensor fault detection scheme is designed under
data-model interactive compensation, and the implementation
of the proposed scheme only requires system I/O data.

(2) The phase of offline learning builds specific residuals
for each sensor and locates the faulty sensor.

(3) A threshold optimization method based on subspace
identification technique is proposed. By analyzing the residual
distribution of normal data, the optimal threshold is found to
minimize the false alarm rate (FAR).

The remainder of the paper is structured as follows. Section
I states subspace identification technique for fault detection
fundamentals. In Section III, intelligent fault detection
schemes are discussed. The experimental verification is
provided in Section IV. Finally, this paper is concluded in
Section V.

II. SUBSPACE IDENTIFICATION TECHNIQUE FOR
FAULT DETECTION FUNDAMENTAL

Take into account the following discrete linear time-

invariant system

x(k+1) = Ax(k) + Bu(k) + w(k),

y(k) = Cx(k) + Du(k) + v(k)
where k represents the sequence of time in a discrete-time
system, and 4, B, C, and D are matrices. x(k) € R", u(k) € R,
and y(k) e R™ are the state vector, input vector, and output
vector, with dimensions 7, /, and m, respectively. w(k) e R"

and v(k) € R™ are assumed to be process noise and sensor
noise satisfying

el o o)< & %

[ Li=j;
5'1‘{ 0,i%)

where E(-) is the expectation operator, and i,jeN, N
represents the number of consecutive data points extracted for
analysis.

It is assumed that the system matrices 4, B, C, and D, the
system order n, and the matrices O, R, and S are unknown a
priori. Additionally, these elements are statistically

M

}51'1,
(2)

independent of the input vector u(k) and the initial state x(0).
The following data structures will be utilized.

X(j) = [x().x(+1),...,x(j+ N = D] e RPN 3)
UG) = lu(i)uG+ 1)....ou(j+ N = D] e R @)
Y(j) = (), y(G+1),...,y(+N=1)] e R™N )
W) = W) w(i+1),...,w(j+N—1)] e RN )
V() =) vG+1),....v(j+N=1)] e R™N %
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RSPIXN
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(10)
Yp= [ YT, YT +1),.... Y i+sp-1) ]T c RSsMXN

(11)
Z,, — [ EP ] e R(spl+spm)xN’
’ (12)
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Uy
Wy =] WI@W G+ D, Wi+ 5= 1) | e RV
(13)
T
Ve=| Vi@ VIG+ 1, VG +sp 1) | eR™N
(14)
where subscripts p and f signify past and future data,
respectively.
Equation (1) can be brought into
Yy =UXO+Hs Ur+Hy wWy+Vy (15)

where X(i) indicates state data matrix at time step i, and
subscripts s, u, and w indicate state, input, and process noise, and
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the block Hankel matrices for subsequent outputs and inputs
are denoted by Y, and Uy, respectively. The observability
matrix is represented by ;. Moreover, Wy and Vy denote the
block Hankel matrices corresponding to process noise and
sensor noise, respectively. s, and sy stand for integers with
sp>nand sy >n.

Zy can be rewritten in another form according to Eq. (15)

A Heu || XO)
Zf [ o 1 || u |T"
’ (16)
HywWs+Vy
Y= 0

where [ is the unit matrix.
Pre-multiplying Z by 1/N and post-multiplying by ZT one

has

1 1 [ A Hyy H X()

—7;Z = — 2T Ly
Nf]? N 0 I Uf P Nl// p-

For N — +co, we have l//Zg /N =0. The covariance matrix
undergoes SVD

1
NZrZy = UZVs,

with unitary matrix

Uz=[ Ui Uz }

17
Uzo1 Uz {1n
where z indicates z-domain, V, is an orthogonal matrix,
Uz,ll e RmeX(leJrn), UL12 e Rmsfx(msf—n)’ and Uz,22 eRlsfx(msf—n)’
respectively.
AL and AL Hs, are obtained using the following relations
L_ T
A = U, 15
T
?I;_HS,U = _Uz,22
As demonstrated in Ref. [16], the entire identification
process must adhere to

(18)

1 [ X(@i) (19)

— T)

rank(N Uy Zp) n+syl
The parity vector as€RO*D™  where the superscript s

indicates the order of the parity space, is first determined

using the following procedure

asUs =0 (20)
where ag =[50, 1,-..,@i], @; € R™andi=0,1,...,s.
From Eq. (15), it can be derived that
A H,
L T _ L S su | _

ZfoZp—0:>Zf[ 0 I }—0 21

Thus, the rank of matrix U can be determined as
rank(Zfl) =sm-n>0 (22)

Subsequently, the residual generator can be formulated as

r(k) = as(ys(k) — Hs,uus(k)) (23)

where ys represents the observed value of the output of the
system and us represents external input applied to the system.

III. INTELLIGENT FAULT DETECTION SCHEME

A. SIT Based on MW

A key challenge in sensor fault detection is that the sample
variables do not change significantly. To overcome this
challenge, the MW technique is employed to aggregate
samples over a defined period, enhancing deviations caused
by sensor faults. Initially, the sample is normalized, and the
value of the measured data point from a sensor gx at time k is
expressed as s

Sk =4k T qk-1* "+ qk-dc+1,
where dc refers to the window size. After applying MW, the
sample gi is transformed into the processed value si, which
simplifies to gy when dc=1. The steps of the MW-SIT
method are outlined as follows:

Step 1 Dataset Q is standardized.

Step 2 The sample set S is generated from Q using the
MW method, with a window size of dc.

Step 3 Using SIT, the model is trained, and its critical
value, Ju, is ascertained through the Chi-square statistical
method.

Step 4 Real-time data are standardized.

Step 5 Utilizing the same MW technique applied to
historical samples, a new sample spew can be derived from the
real-time data gnew .

Step 6 The newly acquired sample syey is inserted into
the offline MW-SIT framework to produce the residual signal.

B. Fault Isolation

Fault isolation refers to the process of identifying which
specific sensor has malfunctioned. The underlying algorithm
operates by establishing a parity space for each sensor in a
way, so that its impact on the corresponding residual is
entirely independent of the influence of other sensors. The
fault isolation algorithm is detailed as follows [17]:

Step 1 A+ and AL Hy, are extracted from 1/O data of the
process.

Step 2 AL is distributed as

1 1

where QISLJ eRFM t=1,2,...,s,and y = msy—n.
Step 3 Now U, is subdivided as

o AL ]

S,1i

A = [

s,1°

1 _ [grL 1
A, = [ms,t,l’ms,t,Z’ :
where QISLH. eRlandi=1,2,...,m.

Step 4 Next, A, is rearranged to eliminate the influence

of other sensors.

1 _ 1 1 1 1 1
le,;j - [Q[s,l,l’gl[s,l,Z"'"le,l,i—l’%[s,l,Hl’""QIS,I,m""’
L L grl grl 9rl
QIs,sa,l ’le,sa,Z’ cee us,sa,i—l ’ 21s,sa,i+1 EARR Hs,sa,m s

where 7 represents the rearranged position of sensor i after
decoupling the effect of other sensors.
Step 5 S sen,m;;o is solved to obtain Sgen;, Where
S sen,i 18 the projection matrix.

Step 6 The parity space for the i-th sensor A

determined by using the equation ‘llsfsen’i = Ssen Us .

1

s,sen,i 18
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Step 7 Build residuals for the i-th sensor using the
following equation

rsen,i(t) = asen,i(}’s(t) - Hs,u”s(t))9

where dgen; is the parity vector of the i-th sensor and
Asen,i = Ssen,ims_-

Step 8 Referring to the x? test table, find y, such that
prob[y > xo] = @ to establish the permissible limit for FAR,
where y is a random variable that follows the Chi-squared
distribution, y, is the critical value at a given confidence
level, and « is a confidence level.

Step 9 The threshold is set as Jip = yo/2.

Step 10 The testing statistics are represented by
N
1 ol . . .
J= 27N, eren’i , where o is the variance of residuals

and Ny, is thelihmber of samples in MW.
Step 11 Determine as follows:

J < Jpn = no fault,
J > Jy = fault detected.

C. Dynamic Optimal Threshold

This section outlines the steps to optimize the threshold for
fault detection using a subspace-based residual generator,
which are detailed as follows:

Step 1 Sensor data are normalized to eliminate the impact
of different units.

Step 2 The MW method is used to divide the standardized
data for analysis.

Condenser

Step 3 SVD is applied to extract key features from the I/O
data.

Step 4 Residuals are created using the extracted features
for fault detection.

Step 5 While ensuring the fault detection rate (FDR),
FAR is determined under different thresholds to identify the
optimal threshold.

n

FAR(J) = %Z 1(ri > ),
i=1

Jopt = arg mjin FAR(J),

where 1(-) is the indicator function, r; indicates the residual
value of sample 7, and 7 is the number of samples.

Step 6 The threshold is adjusted dynamically based on
real-time data changes.

Step 7 Real-time detection is implemented using the
optimized threshold

J < Jopt = no fault,
J > Jopt = fault detected.

IV. EXPERIMENTAL VERIFICATION

In this section, the effectiveness of the developed method is
evaluated through the Tennessee Eastman (TE) process
platform (as shown in Fig. 1) and the PT700 bearing load life
testing apparatus (as shown in Fig. 2).

A. TE Process
The TE experimentation is capable of replicating 21 types

®

Purge

| =]

-®

Reactor

,,,,,,

Analyzer

Analyzer

OO -
EHHHEEEE

Vapor/
liquid
separator

~J

8l

Figure 1 TE process.

D Process measurement

O Manipulated variables

OOO
Blafe

Analyzer

&9 [ad]
F&H)[a]

|
I
I
I
2
I
I
I
I
I



WANG AND MENG: INTELLIGENT SENSOR FAULT DETECTION AND ISOLATION IN INDUSTRIAL SYSTEM: A DATA-MODEL ...

Three-phase asynchronous motor Variable-frequency drive
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Gearbox Planetary gearbox

Figure 2 PT700 bearing load life testing apparatus.

of faults, as delineated in Table 1. For the faulted test set, the
samples are derived from an experimentation run over 48 h
with the fault induction occurring at the 8-h juncture. A
compilation of 960 observations is amassed, of which the
initial 160 observations represent the normal operational data.

To implement the proposed solution, the fault-free training
datasets are initially used in the offline learning phase.

Through offline learning, the observation matrix A and the
triangular matrix Hs, are identified. In this case study, we set
a confidence level of 0.1 and choose data of fault 1 and fault 7
in Table 1 for experimentation verification. Specifically,
assuming p=f=5 and N =100, the Hankel matrices
U,and Uy e R0 and v, and Yy € R2*190 are derived
through SVD.

Table 1 TE process fault description.

Fault No. Fault description Symbol

1 A/C feed flow ratio shifting, while component 8 content staying constant (flow 4) Step

2 Component B content changing, but the A/C feed flow ratio staying the same (flow 4) Step

3 Material D temperature variation (flow 2) Step

4 Reactor cooling water inlet temperature fluctuation Step

5 Condenser cooling water inlet temperature fluctuation Step

6 Material A loss (flow 1) Step

7 Material C pressure drop (flow 4) Step

8 Changes in the composition of materials A, B, and C (flow 4) Random variable
9 Material O temperature fluctuation (flow 2) Random variable
10 Material C temperature fluctuation (flow 2) Random variable
11 Reactor cooling water inlet temperature fluctuation Random variable
12 Condenser cooling water inlet temperature fluctuation Random variable
13 Changes in kinetic properties of the reaction Slow drift

14 Reactor cooling water valve issue Stiction

15 Condenser cooling water valve issue Stiction

16 Unspecified issue Unknown

17 Unspecified issue Unknown

18 Unspecified issue Unknown

19 Unspecified issue Unknown
20 Valve for flow 4 remaining in a fixed position Unknown
21 Valve for flow 4 remaining in a steady state position Constant position
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The results of fault detection are shown in Figs. 3—5, where
J1 represents the subspace identification technique with MW,
Jo is a subspace identification technique using MW
technology and fault isolation algorithm, and J3 is solely the
subspace identification technique, respectively. As shown in
Fig. 3, with an MW length of 3, the proposed method, which
integrates subspace identification technique and fault
isolation, performs exceptionally well and significantly
outperforms the other two methods. This approach can detect
faults promptly and accurately, effectively minimizing the
impact of other sensors. Figure 4 demonstrates that for the
same type of fault but with different MW lengths, the fault
detection performance is considerably enhanced when the
proposed method is applied. Figure 5 further indicates that for
different types of faults under the same MW length, the fault
detection capability improves even more with the addition of
fault isolation. Moreover, the quantitative comparison of SIT,
MW-SIT, and the proposed method, as presented in Table 2,
evaluates the fault detection performance based on two
criteria: FDR and FAR. The data in Table 2 clearly show that
the proposed method significantly enhances fault detection
performance. To further verify the effectiveness of the
proposed solution, the method is applied to PT700
experimental platform for fault detection.

7
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Figure 3 Fault detection result of fault 1: J; and J> with dc = 3, J3 without.
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Figure 4 Fault detection result of fault 1: J; and J> with dc =5, J3 without.

B. PT700 Platform

In this experiment, real industrial data collected from the
PT700 bearing load life testing apparatus are used. PT700
bearing fault types are shown in Table 3. Fault 3 in Table 3 is

selected to validate the proposed solution. PT700 rolling
element bearing failure refers to a crack of 0.5 or 0.3 mm on
the rolling element. The fault frequency of the rolling element
is 2.311 times the rotational frequency, but the defect in the
rolling element occurs at twice the rotational speed because
the rolling element is simultaneously impacted by both the
inner and outer rings during one rotation.

30

25+

20

15+

Value

10

5+

400 600 800
Number of samples

0 200 1000

Figure 5 Fault detection result of fault 7: J; and J, with dc =5, J3 without.

Table 2 TE process fault detection result. Bold indicates the best
detection result.

Fault No. dc Method FDR FAR
SIT 0.00 0.00

3 MW-SIT 0.79 0.00

. Proposed method 0.95 0.00

SIT 0.00 0.00

5 MW-SIT 0.92 0.00

Proposed method 0.98 0.00

SIT 0.97 0.00

7 5 MW-SIT 0.94 0.00
Proposed method 0.98 0.00

Table 3 PT700 bearing fault description.

Flsg?t Fault description Fault characteristic frequency
1 Bearing inner ring fault 5.430X
2 Bearing outer ring fault 3.570X
3 Bearing r?;gﬂg element 4.622X
4 Bearing complex fault Frequency of defgicr}; sin outer and inner
5 Bearing cage fault 0.397X

Note: X represents the multiple of shaft rotational frequency.

Initially, to implement the proposed scheme, a fault-free
training dataset is used in the offline learning phase. Once this
phase is completed, we can identify the observation matrix
and the triangular matrix. Additionally, to ensure effective
fault detection, rolling element bearing failure is injected at
sample 200. Specifically, assuming p=f =35 and N =100,
the Hankel matrices U, and Uy € R31% and ¥, and Yy €
R20X190 are derived via SVD. The experimental results are
shown in Figs. 6-8. The experimental results indicate that the



WANG AND MENG: INTELLIGENT SENSOR FAULT DETECTION AND ISOLATION IN INDUSTRIAL SYSTEM: A DATA-MODEL ... 125

proposed method effectively accomplishes the fault detection
task. Moreover, the proposed method demonstrates greater
sensitivity to sensor faults, effectively reduces the FAR, and
greatly improves the fault detection performance. The results
of the tests are presented in Table 4. Through the
comprehensive consideration of FDR and FAR, the proposed
method is effective in the execution of fault detection tasks. In
addition, to further enhance the effectiveness of fault
detection, a dynamic optimal threshold is designed with FAR
as the objective function, and the results are shown in Fig. 9.
The detection results using the proposed method at the
optimal threshold are shown in Fig. 10 and Table 5, with a
window length of 200. Based on the experimental results, a
significant improvement in fault detection performance can be
observed.

25
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° 15F
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Figure 6 Fault detection result of PT700: J; and J> with dc =200, J3

without.
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Figure 7 Fault detection result of PT700: J; and J> with dc = 160, J3

without.
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Figure 8 Fault detection result of PT700: J; and J, with dc = 70, J3 without.

Table 4 PT700 fault detection result. Bold indicates the best
detection result.

dc Method FDR FAR
SIT 0.00 0.00
70 MW-SIT 0.08 0.00
Proposed method 0.98 0.00
SIT 0.00 0.00
160 MW-SIT 1.00 0.37
Proposed method 1.00 0.11
SIT 0.00 0.00
200 MW-SIT 1.00 0.93
Proposed method 1.00 0.22
0.40
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Figure 9 FAR vs. threshold.
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Figure 10 Fault detection result under the optimal threshold.

Table 5 Fault detection result for different thresholds at dc = 200.
Bold indicates the best detection result.

Threshold FDR FAR
Experience 1.00 0.22
Optimal 1.00 0.00

V. CONCLUSION

This paper presents an intelligent fault detection technology
based on a data-model interactive compensation mechanism
using SIT combined with the MW strategy. The proposed
approach effectively addresses the challenges posed by sensor
faults in complex industrial environments. Through
comprehensive offline and online phases, the method utilizes
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data-model interactive compensation to enhance the accuracy
and robustness of fault detection. In the offline learning stage,
a fault isolation algorithm is used to construct a specific
residual for each sensor to isolate the interaction between
sensors, and a dynamic optimal threshold is used to maintain
an efficient FDR while reducing the FAR, thereby ensuring
reliable fault detection. The experiments conducted on the TE
process and PT700 bearing load life testing apparatus
demonstrate the superior performance of the method.
Compared to conventional SIT and MW-SIT approaches, the
proposed method shows a significant improvement in
sensitivity to sensor faults and robustness against interference.
In the future, this method could be combined with other
intelligent algorithms and applied to different types of
industrial systems to further enhance the intelligence level of
fault detection.
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