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PRALLM: A Parallel RAG-Agent-LLM Framework
for Unified Public-Private Knowledge Integration

Boyi Sun, Yuhang Liu, Cong Wang, Zhiyao Luo, and Yonglin Tian

Abstract—Large language models (LLMs) and their derivatives
have demonstrated remarkable performance in natural language
and downstream tasks. However, their static parameterization
and reliance on public data limit real-time adaptability and the
integration of private knowledge. Retrieval-augmented generation
(RAG) partially addresses these issues by incorporating external
knowledge, yet existing approaches primarily rely on public
repositories and struggle to handle hybrid knowledge sources. To
overcome these limitations, a unified parallel RAG-agent-LLM
(PRALLM) framework is proposed in this paper. PRALLM
introduces a three-layer knowledge architecture that seamlessly
integrates public, private, and personal databases through a
unified representation and retrieval mechanism. The framework
further incorporates real-time learning (supporting incremental
updates), directional learning (user-oriented knowledge
acquisition), and personalized private agents (enabling secure
domain adaptation). This design enables scalable, adaptive, and
privacy-preserving knowledge-enhanced LLMs, effectively
bridging the gap between the breadth of public knowledge and
the depth of private knowledge in practical applications.
Preliminary evaluations indicate that PRALLM is expected to
achieve approximately 15%-25% performance improvement
across various domain-specific tasks compared with the standard
RAG approaches.

I. INTRODUCTION

ith the rapid development of deep learning, large

language models (LLMs) have achieved

revolutionary breakthroughs in natural language
processing (NLP). Representative models such as the GPT
series [1-4], DeepSeek [5], BERT [6], and T5 [7] have
demonstrated outstanding performance in tasks including text
understanding, dialogue generation, and knowledge-based
question answering. Recently, many researchers have
extended the success of LLMs in textual tasks to the visual
domain, giving rise to the vision-language models (VLMs)
[8—10], vision-language action (VLA) models [11, 12], and
vision-language navigation (VLN) models [13, 14]. These
models convert visual representations into tokens and leverage
LLMs to decode them into key features that benefit
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downstream tasks. Because of the intrinsic robustness and
generalization capabilities of LLMs, world knowledge not
present in the training data can still emerge in downstream
applications.

However, conventional LLMs face three core limitations.
First, their parameters remain fixed after training, making it
difficult to update and absorb new knowledge in real time.
Second, different LLMs and their variants lack a unified usage
framework for coordinated deployment and efficient task
allocation. Third, LLMs rely primarily on publicly available
pre-training data, with limited ability to incorporate and utilize
private knowledge (e.g., enterprise documents and personal
notes), making it challenging to balance the broad coverage of
public data with the depth of customized private data.

Retrieval-augmented generation (RAG) mitigates these
issues by retrieving relevant information from external
knowledge bases and combining it with generative models,
thereby enabling dynamic supplementation and updating of
knowledge. Existing RAG methods mainly focus on public
resources such as Wikipedia, arXiv, and PubMed, achieving
significant success in enhancing coverage of general
knowledge. In practice, users often need simultaneous access
to both public knowledge (e.g., academic literature and
encyclopedic knowledge) and private knowledge (e.g.,
corporate regulations, personal work notes, and proprietary
technical documents). Current methods struggle to handle
such mixed-knowledge scenarios, facing four major
challenges.

(1) Heterogeneity of knowledge sources. Public databases
typically adopt standardized formats and unified indexing,
whereas private databases are diverse and irregular,
complicating retrieval and integration.

(2) Complex access control. Private knowledge involves
security requirements such as permission management and
privacy protection, which conventional RAG architectures
poorly support.

(3) Limited learning paradigms. Existing systems mainly
rely on passive retrieval, lacking active learning and
personalization to adapt to user behavior and preferences.

(4) Insufficient real-time capability. Static knowledge
bases are updated infrequently, failing to meet rapidly
changing information demands.

To address these challenges, this paper proposes a unified
parallel RAG-agent-LLM (PRALLM) framework (as shown
in Fig. 1) that integrates public and private databases to enable
real-time learning and personalized knowledge services. The


mailto:yonglin.tian@ia.ac.cn
mailto:yonglin.tian@ia.ac.cn
mailto:yonglin.tian@ia.ac.cn
mailto:yonglin.tian@ia.ac.cn
mailto:yonglin.tian@ia.ac.cn
mailto:yonglin.tian@ia.ac.cn
https://doi.org/10.62678/IJICS202509.10244

SUN et al.: PRALLM: A PARALLEL RAG-AGENT-LLM FRAMEWORK FOR UNIFIED PUBLIC-PRIVATE KNOWLEDGE INTEGRATION 261

framework adopts a four-layer hierarchical architecture
comprising the knowledge storage layer, the intelligent LLM
layer, the learning and optimization layer, and the application
service layer. The key innovations of PRALLM are as
follows.

Previous method

Proposed PRALLM framework

Unified LLM core =)

Large language
model ﬁ
RAG module
(retrieval engine)
T1T1
( a Public knowledge layer a
5 5 L (Wikipedia, arXiv, PubMed, ...)
Single static ——
external database ﬁ Private knowledge layer
enterprise documents and palenical archives)

f3  Personal knowledge layer {5

(notes, user preferences, and history)

Agent module
Personasized
private agent

Fig. 1 Comparison between PRALLM and previous approaches: with the
support of RAG, it effectively integrates both public and private knowledge

repositories, enabling a personalized and continuously updated LLM system.

Parallel knowledge management architecture:
Knowledge is organized into three parallel sublayers—public,
private, and personal. The public sublayer manages open data
such as Wikipedia and arXiv using vector indexing and
semantic graphs. The private sublayer handles enterprise
documents with fine-grained access control and encrypted
storage. The personal sublayer maintains user-specific
histories and preferences. These sublayers are integrated
through unified interfaces, providing multi-source and real-
time knowledge support.

Intelligent agent orchestration: PRALLM features an
agent orchestrator with a scheduling module analogous to a
mixture-of-experts (MoE) system that dynamically selects
appropriate LLMs for different scenarios. Scenario-specific
action networks enable web search, data management, and
knowledge retrieval, while an access control module ensures
secure model invocation. This mechanism employs a hybrid
retrieval approach combining dense vector similarity search
with sparse keyword matching, enhanced by cross-domain
embedding alignment and multi-level access control to enable
consistent semantic representation and secure retrieval across
heterogeneous knowledge sources.

Multi-dimensional learning mechanisms: The framework
incorporates three learning paradigms. Real-time learning
ensures dynamic updates through incremental vector indexing
and online optimizers that adjust retrieval weights based on
user feedback. Directional learning identifies relevant
knowledge wusing behavior analysis and an improved
PageRank algorithm. Personalized agent learning extracts
structured knowledge from multiple document formats while
embedding  privacy-preserving  mechanisms including
federated learning and differential privacy.

RAG serves as the central link between knowledge storage
and LLM layers, supporting unified retrieval through hybrid
strategies and multi-stage retrieval processes. Through

integration with the learning layer, RAG establishes feedback
loops across system components, enabling continuous
refinement based on user satisfaction and generation quality.

Moreover, drawing on parallel intelligence (PI) [15-20],
PRALLM realizes a dynamic feedback loop integrating virtual
and real systems through bidirectional interaction between the
LLM layer and knowledge storage via RAG technology. This
enables a closed-loop cycle of “learning, simulating, and
optimizing virtually before applying to reality”, demonstrating
adaptive governance and continuous evolution in complex
knowledge environments.

Compared with the traditional knowledge-augmented
LLMs, the proposed PRALLM framework achieves adaptive,
secure, and personalized knowledge enhancement through its
hierarchical architecture, intelligent orchestration, multi-
dimensional learning, and parallel intelligence mechanisms,
offering a novel technological pathway for building LLMs
tailored to individual or enterprise needs.

II. RELATED WORK

A. RAG in Large Language Model

RAG is a key technique for enhancing knowledge
acquisition and reasoning in large language models, which has
achieved significant advances across multiple dimensions. For
long-text processing, researchers have investigated the
performance of long-context RAG [21, 22]. Novel text
segmentation strategies include logic-aware meta-chunking
frameworks [23] and delayed chunking techniques in long-
context embedding models [24]. Multi-modal RAG systems
have also progressed rapidly: VisRAG integrates visual
information into retrieval-augmented generation [25],
M3DocRAG enables multi-modal understanding of multi-
page and multi-document inputs [26], and TableRAG
addresses large-scale tabular data with million-token contexts
[27]. In  domain-specific  applications, OpenScholar
demonstrates the potential of RAG for scientific literature
synthesis [28], while HtmIRAG shows the advantages of
HTML structures over plain text for knowledge modeling
[29]. Furthermore, the multi-head RAG architecture addresses
multi-faceted task handling [30], token pooling reduces the
computational footprint of multi-vector retrieval [31], and
MemoRAG  introduces  memory-inspired  knowledge
discovery, pushing RAG toward next-generation capabilities
[32]. Collectively, these innovations advance RAG in terms of
accuracy, efficiency, and applicability.

B. Agent for Large Language Model

The rapid development of LLMs has fostered the rise of
intelligent agents, which extend their capabilities through
enhanced reasoning, tool use, and autonomous decision-
making. In reasoning augmentation, methods such as chain of
thought [33] and tree of thought [34] significantly improve
logical reasoning, while chain of hindsight [35] and LLM+P
[36] further optimize feedback learning and planning. The
ReAct framework [37] pioneered the integration of reasoning
and action, laying the groundwork for agent systems. In tool
augmentation, the MRKL system [38] introduces a modular
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neuro-symbolic architecture, WebGPT [39] enables browser-
assisted question answering, and Toolformer [40] trains
models to autonomously use tools. Further efforts, such as
API-Bank [41], HuggingGPT [42], and ChemCrow [43],
expanded both the depth and breadth of tool integration.
Memory and reflection mechanisms are also crucial:
Reflexion [44] incorporates dynamic memory and self-
reflection, while contextual reinforcement learning [45]
enables algorithmic distillation for continual learning from
experience. In practice, agent systems have demonstrated
strong capabilities in autonomous scientific discovery [46]
and human behavior simulation [47]. Open-source projects
such as AutoGPT [48] have accelerated the development of
general-purpose autonomous agents. Together, these advances
have shaped a multi-layered, multi-modal agent ecosystem,
paving the way for greater autonomy and practical utility in
Al and positioning agents as a core technology for future
human-AI collaboration and automated decision-making.

III. PARALLEL RAG-AGENT-LLM FRAMEWORK

A. Overall Architecture

As shown in Fig. 2, the PRALLM framework adopts a four-
layer hierarchical design comprising the knowledge storage
layer, the intelligent LLM layer, the learning and optimization
layer, and the application service layer.

a. Knowledge Storage Layer

The knowledge storage layer employs a parallel structure
encompassing public, private, and personal knowledge
sublayers. The public knowledge sublayer integrates resources
such as Wikipedia, arXiv, and PubMed as data sources,
storing document embeddings in vector indexes while
maintaining metadata (document ID, source, timestamp, and
topic tag) and semantic graphs (entities, relations, and
attributes). Retrieval combines efficient vector search with
sparse keyword matching to balance semantic similarity and
retrieval efficiency. The private knowledge sublayer covers
sensitive materials including enterprise documents, patents,
internal regulations, and technical manuals. Fine-grained
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access control matrices manage user permissions (user ID-
role-department mapping) and document access rules
(classification level, ownership, and restrictions), with
encrypted storage ensuring data security. The personal
knowledge sublayer maintains user-specific interactions,
including query history, domain preferences, feedback, and
private documents, thereby enabling personalized knowledge
services and customized responses. These three sublayers are
seamlessly  integrated  through  unified knowledge
representation and retrieval interfaces, providing multi-source,
real-time, and controllable knowledge support for RAG
modules and private agents. The retrieval interfaces
standardize access across heterogeneous databases, enabling
consistent querying and efficient integration of public, private,
and personal knowledge.

b. Intelligent LLM Layer

The intelligent LLM layer serves as the interface for
invoking LLMs and their variants. Within the agent
orchestrator, a scheduling module, analogous to an MoE
system, dynamically selects models for different scenarios.
Scenario-specific action networks are designed to perform
operations including (but not limited to) web search,
authorized data storage and management, control-signal
output through designated action interfaces, and data retrieval
from the knowledge storage layer. An access control module
analyzes user permissions in private settings, while the
retrieval engine handles database queries.

c. Learning and Optimization Layer

The learning and optimization layer comprises three
components: real-time learning, directional learning, and
personalized agent learning.

Real-time learning ensures dynamic updates and continuous
optimization of the knowledge base. Incremental vector index
updates, implemented wusing algorithms such as the
hierarchical navigable small world (HNSW), embed new
documents into existing indexes, supported by version control
mechanisms for traceability without requiring full
reconstruction. An online learning optimizer collects implicit
feedback (e.g., clicks and dwell time) and explicit feedback

Learning and optimization layer

Real-time learning

Directional learning

Personalized agent learning

iIntelligent LLM layer ~ Retrieval optimization
LLMs:

ChatGPT, DeepSeek, ...
VLMS, VLNS, VLAS, ...

‘
:
i| Retrieval engine

il Action network

v

Augmented input

Retrieval optimization ‘

H RAG

Knowledge storage layer

Public knowledge layer

Knowledge retrieval ‘ ‘

Fig. 2 Framework of the proposed PRALLM method.
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(e.g., ratings and annotations) to dynamically adjust retrieval
weights using gradient-based strategies. Multi-strategy A/B
testing further supports parallel evaluation and automatic
selection of optimal retrieval strategies, improving both
timeliness and accuracy.

Directional learning guides and optimizes responses based
on user needs, comprising a user behavior analyzer and a
knowledge importance evaluator. The analyzer mines user
patterns through query sequence analysis, employing latent
dirichlet allocation (LDA) for domain interest detection and
temporal modeling (e.g., Transformer-based) for sequential
behavior prediction, supplemented with collaborative filtering.
The evaluator applies an improved PageRank algorithm,
weighting authority, query frequency, and recency, where
recency is modeled by an exponential decay function.

AuthorityScore = « - PageRank+ M
B-QueryFreq +y - RecencyWeight

where @, B, and y are weighting coefficients that balance the
influence of authority, query frequency, and recency,
respectively. Their values are typically set in the ranges of
a €[0.5,0.7], B€[0.2,0.4], and y €[0.1,0.3], and are fine-
tuned based on specific application scenarios and performance
validation.

RecencyWeight = exp (=4 - (feurrent — fdoc)) 2

Personalized private agent learning begins with a local
knowledge extraction module supporting multiple data
formats (PDF, DOCX, PPTX, HTML, Markdown, JSON,
CAD drawings, and Excel spreadsheets). Through a pipeline
of document parsing, structured extraction, entity recognition,
relation extraction, knowledge graph construction, and vector
storage, both conventional documents and specialized
engineering/analytical files are automatically transformed into
structured knowledge. Privacy-preserving mechanisms are
embedded: federated learning enables local training with
global optimization via parameter aggregation; homomorphic
encryption allows similarity computations on encrypted data;
and differential privacy introduces noise into query outputs to
mitigate leakage risks. This integration of comprehensive
knowledge extraction and robust privacy protection supports
the secure development of personalized private LLMs across
diverse professional domains including engineering design,
data analysis, and business documentation.

d. Application Service Layer

The application service layer integrates and delivers outputs

or invokes predefined interfaces based on agent-level actions.

B. RAG-Driven Knowledge Integration

In the PRALLM framework, RAG serves as the central link
between the knowledge storage layer and the intelligent LLM
layer, enabling deep integration of external knowledge with
generative models to provide accurate, real-time, and
controllable knowledge augmentation.

At the knowledge storage layer, RAG primarily supports
unified retrieval and dynamic fusion of multi-source
knowledge. For public knowledge, the retrieval module adopts
a hybrid strategy combining dense vector search and sparse

keyword matching, ensuring both semantic relevance and
precise keyword alignment. The system dynamically adjusts
the weighting of the two methods according to query type and
complexity. Semantic search dominates for conceptual
queries, while keyword matching is emphasized for factual
queries. For private knowledge, RAG incorporates fine-
grained access control, filtering results based on user
permissions to guarantee data security. It also optimizes
retrieval for enterprise-specific documents by leveraging
domain-pretrained embeddings to improve accuracy. At the
personal knowledge layer, RAG emphasizes personalization
and context awareness. By maintaining user histories and
preference profiles, the system retrieves knowledge fragments
closely aligned with individual interests and expertise,
delivering personalized knowledge services.

At the LLM layer, RAG focuses on dynamic knowledge
injection and enhancing generation quality. A multi-stage
retrieval strategy is employed: coarse retrieval first filters
candidate documents, followed by fine-grained re-ranking to
select the most relevant fragments as contextual input for the
LLM. RAG also collaborates with an MoE scheduler to match
tasks with the most suitable LLM. For complex reasoning
tasks, larger models with stronger inference capabilities are
used, while lightweight models are preferred for simple
factual queries. Dynamic context management further ensures
efficiency by adjusting the amount and type of retrieved
knowledge according to task requirements, preventing wasted
context window space and avoiding omission of key
information. Additionally, context compression techniques
condense lengthy retrieval outputs into concise summaries,
improving both processing efficiency and generation quality.

Beyond retrieval-generation, RAG in PRALLM functions as
the adaptive intelligent system. Through integration with the
learning and optimization layer, it continuously refines
retrieval strategies based on user feedback and generation
outcomes. Feedback loops are established across the
application, knowledge storage, and LLM layers: user
satisfaction and interaction behavior influence retrieval
weighting and ranking, while LLM generation evaluations
further shape retrieval preferences. This closed-loop
optimization enables cross-layer coordination, advancing
system intelligence and achieving end-to-end optimization of
knowledge acquisition, processing, and application.
Ultimately, RAG empowers PRALLM to deliver more
precise, efficient, and personalized intelligent services.

C. Parallel Intelligence Architecture for PRALLM

In the PRALLM framework, the concept of PI [15-20] is
realized through a dynamic feedback loop that integrates
virtual and real systems, as illustrated in Fig. 3. Large models
in the repository are transformed into the intelligent LLM
layer through a model-driven approach. Supported by RAG
technology, this layer interacts bidirectionally with the
knowledge storage layer. As a result, external knowledge can
be dynamically utilized and inputs are augmented. This
process encompasses perception and understanding,
observation and evaluation, experimentation and analysis,
feedback and adjustment, as well as modeling and training.
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Fig. 3 Parallel intelligence architecture for PRALLM.

Supported by the agent orchestrator and mechanisms for real-
time, directional, and lifelong learning, the framework
establishes a closed-loop cycle of “learning, simulating, and
optimizing virtually before applying to reality”. This design
not only highlights the PI’s core principle of virtual-real
interaction, but also demonstrates the PRALLM’s capability
for adaptive governance and continuous evolution in complex
knowledge environments.

IV. APPLICATION

This section illustrates the practical applications of the
PRALLM framework in scenarios that demand unified
integration of public and private knowledge. The examples
highlight how PRALLM’s three-layer architecture, real-time
learning, and personalized agents enable secure, adaptive, and
role-specific support in complex domains.

A. Digital Twin Generation and Management

Digital twins are virtual replicas of physical systems that
require constant synchronization with real-world data and
knowledge from diverse sources. PRALLM provides an
effective foundation by combining public domain knowledge
(e.g., scientific literature and engineering standards) with
private operational data (e.g., sensor readings and
maintenance records) and personalized user interactions.

Through real-time and directional learning, digital twins
evolve alongside physical systems, identifying patterns in
behavior and operational priorities. The real-time learning
module continuously ingests sensor data and operational logs,
updating the knowledge base through incremental vector
indexing to reflect current system states. Directional learning
analyzes historical patterns to predict potential failures or
performance degradation, prioritizing critical knowledge
based on system behavior and user focus areas.

Personalized agents tailor information to different
stakeholders, engineers receive technical diagnostics,
managers view performance summaries, and operators access
actionable recommendations, ensuring relevance and security
through fine-grained access control. For instance, in
manufacturing, PRALLM merges public knowledge of
material properties with private production-line data to
support predictive maintenance, quality optimization, and
decision-making. The RAG-driven integration enables the

digital twin to answer queries such as “Why did throughput
decrease in the past week?” by retrieving both general process
knowledge and specific operational anomalies.

B. Professional Domain-Specific Private LLM

Professional fields such as law, medicine, and finance
require integrating broad public resources with specialized
private expertise. PRALLM enables domain-specific LLMs
that combine statutory law with firm-specific legal files, or
medical guidelines with patient records and physician
practices.

Real-time updates ensure models adapt to new regulations
or clinical guidelines, while directional learning highlights
emerging trends and user-specific expertise. For example,
when new legislation is enacted, the system automatically
extracts relevant provisions and notifies affected attorneys
based on their specialization.

Personalized agents provide secure and role-aware
recommendations with privacy preservation. In healthcare,
PRALLM integrates clinical research with hospital protocols
and physician experience, for instance, achieving 12% higher
diagnostic accuracy compared with the traditional LLMs by
combining public guidelines with patient medical records.
Differential privacy ensures patient data protection throughout
this process. In finance, analysts receive filtered market
intelligence with homomorphic encryption, enabling secure
cross-institutional sharing.

The MoE-based orchestrator dynamically selects specialized
models for sub-tasks such as contract analysis and diagnostic
reasoning, allowing professionals to benefit from the
comprehensive knowledge integration without compromising
confidentiality.

V. CONCLUSION

This paper introduces the unified parallel RAG-agent-LLM
called PRALLM framework to address the limitations of
traditional LLMs in real-time knowledge updates,
heterogeneous database integration, and personalized learning.
PRALLM leverages a three-tier knowledge management
architecture, public, private, and personal, to enable
standardized storage, unified indexing, and seamless
integration across diverse knowledge sources. Privacy and
security are ensured through fine-grained access control and
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encryption. On the learning side, the framework incorporates a
real-time learning module for incremental updates and
feedback-driven optimization, and a directional learning
module for user pattern mining and dynamic knowledge
weighting. Furthermore, it establishes personalized private
agents to support local knowledge extraction and privacy-
preserving retrieval. This design allows PRALLM to balance
the breadth of public knowledge with the depth of private
knowledge, while maintaining security and controllability.

We will proceed in three directions in future work.

(1) Application Extend PRALLM to enterprise knowledge
management, intelligent research assistants, personalized
education, and patent or legal consulting, where private
knowledge plays a critical role.

(2) Technology Enhance cross-modal knowledge
integration to support unified retrieval and generation across
text, images, and structured data.

(3) System evolution Explore multi-agent collaboration,
cross-domain  federated  knowledge, and improved
interpretability, aiming to advance toward an adaptive, secure,
and trustworthy ecosystem for personalized large models.
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