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Dynamic Event-Triggered Platoon Control of
Intelligent Vehicles under DoS Attacks

Yihui Xu, Xudong Zhao, Ning Zhao, and Kalidass Mathiyalagan

Abstract—This paper investigates platoon control under denial-
of-service (DoS) attacks. Unlike conventional formations, this
study primarily focuses on leaderless vehicle platoons and devel-
ops a corresponding model. Since communication among vehicles
in the platoon is not only disrupted by DoS attacks but also
constrained by limited network resources, a resilient dynamic
event-triggered mechanism is proposed. Based on this mecha-
nism, an event-triggered distributed formation control strategy is
developed. Furthermore, a Lyapunov function is constructed,
which provides a rigorous proof of system stability and a scheme
for controller gain design. Finally, a simulation of a four-vehicle
platoon model under DoS attacks based on sampled-data event-
triggered is designed to further verify the effectiveness of the
proposed control strategy and the stability of the vehicle platoon
system.

Index Terms—Leaderless vehicle platooning model, denial-of-
service (DoS) attacks, dynamic event-triggered mechanism,
distributed formation control

I. INTRODUCTION

VER the past decade, rapid advances in electric

intelligent vehicle technology have transformed

vehicles into widely accessible industrial products,
resulting in a substantial increase in the vehicle population. As
a result, road traffic density has increased, raising the urgent
challenge of ensuring both efficiency and safety in transporta-
tion. To address this challenge, a traffic organization strategy
based on vehicle platooning is proposed [1]. By integrating
wireless communication technologies with multi-agent control
theory [2, 3], vehicles can travel in platoons while maintain-
ing prescribed safety distances. Such coordination not only
reduces collision risk but also improves the utilization of
existing road infrastructure. Although vehicle platoon control
has been extensively studied, typically modeled as a leader-
follower system [2, 4], research on leaderless platoon systems
remains limited.

In vehicle platooning research, information exchange within
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the platoon is a fundamental issue. Ensuring secure and reli-
able transmission of information is paramount. Vehicle-to-
vehicle (V2V) communication in platoons relies on wireless
networks, whose openness inevitably exposes transmissions to
malicious cyberattacks [5—10]. Among such threats, denial-of-
service (DoS) attacks are the most common and easiest to
launch. In these attacks, adversaries inject excessive data into
the network, congesting resource-limited channels and ulti-
mately disrupting communication. Consequently, significant
research efforts have been devoted to mitigating or prevent-
ing DoS attacks, with substantial progress achieved in this
area. For connected hybrid vehicles (CHVs) under DoS
attacks, an attack-resilient control approach is proposed in
Ref. [7], which guarantees both communication security and
the economic operation of connected hybrid vehicles. Jiang et
al. [8] developed a novel flexible output containment (FOC)
control framework based on an adaptive observer, which
effectively mltigated the impact of DoS attacks on the system
through the introduction of adaptive gains. To enhance the
resilience of nonlinear autonomous ground vehicles (AGVs)
to DoS attacks, a novel control strategy incorporating a
specific switching mechanism is proposed in Ref. [9]. This
strategy not only improves control flexibility but also reduces
the impact of DoS attacks on tracking control. In Ref. [10], a
robust safety control method for connected vehicles is
designed to address partial safety challenges in heterogeneous
vehicle queue systems, encompassing time delays, dynamic
uncertainties, and random DoS attacks. Although significant
progress has been achieved, ensuring the safety and stability
of vehicle platoons under DoS attacks remains an open and
important research problem.

The convenience and indispensability of wireless networks
in vehicular communications result in large volumes of vehic-
ular data being transmitted over communication channels.
Consequently, the efficient allocation of limited network re-
sources has become an unavoidable challenge. To address this
challenge, event-triggered mechanisms (ETMs) have been in-
troduced into vehicle platoon communications, allowing data
to be transmitted only when triggering conditions are satisfied.
This approach significantly reduces unnecessary network reso-
urce consumption. Accordingly, substantial efforts have been
devoted to studying this approach, leading to the advance-
ment from static ETMs [11, 12] to dynamic ETMs [13-16].
Although extensive researches have been conducted on ETMs,
further improvements in their effectiveness remain an impor-
tant research direction. This issue also constitutes one of the
focal points of the present studies.

In existing researches on safe control of vehicle platoons,
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studies on leaderless platoons that ensure both system stabil-
ity under DoS attacks and efficient network resource usage
remain limited. Addressing this issue requires tackling the
following key challenges: (1) formulating a mathematical
model that accurately represents a leaderless vehicle platoon;
(2) designing an event-based control strategy that balances
reduced network data transmission while maintaining platoon
stability; and (3) constructing a Lyapunov function to rigor-
ously verify the stability of the platoon under network attacks.
These challenges constitute both a central focus of current
research and the point of departure for this study.

To address these challenges, the main contributions of this
study are summarized as follows:

(1) Unlike traditional platoon systems with a fixed and
uncontrolled leader [2, 4], a leaderless vehicle platoon system
is constructed, in which each vehicle incorporates control.

(2) A DoS attack model is established. Compared with the
simplified model in Ref. [9], the constraint that attack instants
be integer multiples of the sampling period is removed,
thereby enhancing the model’s realism and applicability
across a broader range of scenarios.

(3) A novel control strategy based on a resilient dynamic
ETM is proposed. Compared with Refs. [11, 12], the strategy
not only significantly reduces the frequency of network data
transmissions, thus conserving network resources, but also
effectively mitigates the impact of DoS attacks.

The remainder of this paper is organized as follows. Section
I presents the main problems and introduces the vehicle
model, attack model, ETM, and control strategy design.
Section III presents the exponential stability analysis of the
tracking error system and the design scheme for the controller
gain. Section IV validates the effectiveness and reliability of
the proposed approach through simulations of a four-vehicle
platoon. Finally, Section V concludes this paper.

Notation The n-dimensional identity matrix is denoted by
I,,. The symbols Oy and 1y represent the N-dimensional zero
vector and one vector, respectively. Diagonal matrices are
denoted by diag. The symbol ® represents the Kronecker
product. A >0 (or <0) indicates that the matrix A is positive
definite (or negative definite). AT denotes the transpose of
matrix A, and He{A}=A+AT. The symbol % denotes the
symmetric element within the matrix.

II. PROBLEM FORMULATION AND PRELIMINARIES

This study investigates safety control for N-vehicle platoons
traveling in a single lane. As illustrated in Fig. 1, status infor-
mation exchange between vehicles in the platoon is carried
out through wireless networks. To reduce the frequency of
data transmission, the status information generated by each
vehicle undergoes two stages of processing: initial sampling
and event-triggered condition filtering, before transmission.
Subsequently, data from neighboring vehicles are received
and used by controllers to adjust vehicle behaviors. While
wireless networks offer significant benefits, they also intro-
duce security vulnerabilities, particularly malicious cyberat-
tacks. The following sections discuss these issues in detail.

A. Graph Theory
In the previous discussion, it is noted that vehicles in a
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Fig. 1 Vehicle platooning system under DoS attacks. Sampler and ETM are
used to reduce the amount of data in the network. Controller is used to imple-
ment the vehicle platoon control. V2V network represents the communica-

tion channel among vehicles.

platoon must exchange data, which requires a clear characteri-
zation of their communication channels. This can be described
by a graph topology defined as G=(V,E A), where
VYV ={1,2,...,N} denotes the set of vehicle indices and
E=A{(,))|i,je YV} represents the set of edges between vehi-
cles. The adjacency matrix is given by A = [a;jlyxn, With
a;j € {0,1}. Specifically, a;; = 1 if vehicle i can transmit data
to vehicle j, (i, j) € &; otherwise, a;; = 0. Based on this defini-

tion, the Laplacian matrix is expressed as L = 8- A, where
N

B = diag(b1,by, ... by} and b = Y aij.
j=1

B. Vehicle System Model

Consider a platoon of N vehicles traveling in the same lane.
The vehicles share information via a V2V communication
protocol. Using a platoon control strategy, they move along a
line at constant velocity while maintaining safe spacing. The
behavior of vehicle i is described by its longitudinal motion,
which is given by

Xi(1) = Axi(1) + Bu;(?) (D

where x;(t) = [pi(t) vi(t) a;i(1)]T denotes the state vector of

vehicle i, with p;(t), vi(t), and a;(¢) representing its position,
velocity, and acceleration, respectively. The system matrices

01 O 0
are given by A={0 0 1 and B=| 0 |, where 7
0 0 -1/n 1/m

denotes the delay parameter of the power transmission system.

C. Denial-of-Service Attacks

When vehicles travel in a platoon on the road, their coopera-
tion depends entirely on wireless communication. Because of
the openness of wireless networks, information exchange
within the platoon is highly vulnerable to cyberattacks. In
particular, DoS attacks are the most common. In such attacks,
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attackers flood communication channels with excessive data
packets, interrupting normal data transmission among vehi-
cles. Moreover, attackers often use intermittent attack patterns
to make the attacks more covert. This intermittent mode is
quantitatively described through the subsequent definition of
“non-attack interval” and “attack interval”. Based on the
above description, the attack model is constructed as

1, te @,
0,te P,

where @, =[d,,b,) and @, = [b,,d,+1) denote the n-th non-
attack interval and the n-th attack interval, respectively, with
d, and b, representing the starting times of the n-th non-
attack and attack intervals. Since the attacks are intermittent, it
is necessary to impose constraints and characterize their dura-
tion and frequency.

Dpos(t) = { 2

Assumption 1 Attack duration and frequency For
t > tg > 0, there are constants 7 > 1 and T > 0 such that
t—1 - t—1o
N(to, 1) < ——, N(tg,1) < —— 3
(t0,1) T (t0,1) 7 (3)

where N(1p,7) denotes the length of the set (Upen®,) N [t0,1),
N(ty, 1) denotes the number of DoS attacks within [z, 7).

It should be further noted that the state information of each
vehicle x;(f) is sampled as x;(kh) before subsequent process-
ing. This implies that no information exchange occurs over the
communication network between two consecutive sampling
instants. Consequently, discrepancy arises between the attack
interval and the actual effective interval during which the
attack blocks transmission. To more precisely characterize the
effective impact of DoS attacks, the following interval defini-
tion with respect to the sampling period /4 is introduced.

@n = [d~n»i9n)» D, = [En’d~n+1) (4)
where d, = [d,/h1h and b, = |b,/h]h+ h. Then, the effective
attack interval satisfies the following assumption

t—1o

_ 1 h
T+N(to,t)h < (7+%)(I—l‘0) ®)

where &(to,t) denotes the length of the set (Unen®@,) N [10,1).

Remark 1 It should be noted that, after we redefine the
intervals, the description of DoS attacks in Eq. (2) is accord-
ingly modified as

R(to, 1) <

1,ted,:

= 6
0,ted, ©)

Dpos(t) = {

D. Dynamic Event-Triggered Mechanism

The wireless communication bandwidth in vehicle platoons
is limited, and real-time data transmission places significant
demands on the network. To address this issue, a dynamic
ETM is designed, which, based on sampling, applies a trigger-
ing condition to reduce network data transmission without
compromising control performance. For vehicle i, a dynamic
event-triggered mechanism is constructed, where the state
information of vehicle i is transmitted to the V2V communi-
cation network only when the corresponding triggering condi-
tion is satisfied. The specific triggering condition is given as

£

kit = - min{ 1) > 0)

(7

where fi(tih,lih) =l (Lh + LR)Yni(th + Lih) — Giz] (L) Pz

(tLh) = pdi(t h+ Lih), with mi(th+ Lih) = x(tLh) — x(tLh + ih),
N

2i(tih) = " aij(xi(th) = x;(tlh) ~ i ), and & is the threshold
=1
paramete%.

In the above event-triggering condition, the dynamic param-
eter 9;(¢) is designed as

—10:(0) = pi(Ch) + €] (ER)Qei(Ch), 1 € By

Ao(p), t € @n (8)

i) = {
where lih = th—1;h and ljh = Ch— t/h. Define positive param-
eters A1, Ao, 1, and & € (0,1), initial values 9;(0) >0, Q> 0,
and ¥ > 0. Define X = diag{d{,072,...,0n}.

It should be noted that the dynamic variable ¢;(¢) in the trig-
gering condition always remains strictly positive. The proof is
as follows. According to Ref. [17], it is readily established
that 9;(r) > 0 for t € @,. Moreover, for t€ &,, since Sy >0
and the initial value ¢;(b,) at the start of each attack interval is
strictly positive, it follows that #;(f) > 0. This indicates that
9;(f) is strictly increasing in @,, and hence 9;(f) >0 holds
throughout the entire interval. Therefore, ¢;(f) remains strictly
positive for all ¢.

Furthermore, it should be noted that, after a period of DoS
attacks, network data may remain outdated for an extended
time. Once the attack ends, if the data do not satisfy the trig-
gering condition and are therefore not updated promptly, the
impact of the attack is prolonged. To mitigate this issue, the
event-triggering condition is extended as

7t h = {l;h satisfying Eq. (7)}U{d,,} 9)

E. Event-Based Distributed Controller

To achieve the platooning objective of maintaining safe
spacing and constant velocity, an event-triggered distributed
control strategy is developed in this subsection. The detailed
design is given as

N .
wit) = K ) ayjCej(i) = xi(@) + i j) (10)
Jj=1
where K denotes the control gain, which will be designed in
the subsequent section. For stability analysis, we define the
tracking error as e;(t) = x;(t)— x; () +d; 1, with d;j =[d;,

0 017, where di1 represents the safety distance between
vehicle i and vehicle 1. Accordingly, Eq. (10) can be rewrit-
ten as

ui(t)=K

a;ij(n(Ch) + e j(th) — n:(Ch) — ei(€h)) (11)

N
j=1

It should be noted that, when vehicle communication is
subject to DoS attacks, i.e., t € @,, data transmission is inter-
rupted and the control input satisfies u;(r) = 0.

Furthermore, since it is straightforward to observe that
e1(t)=0 in practice, we define a new tracking error as
em(t) = xpu(@) —x1(t) +dp1, m=2,3,...,N. Then, the follow-
ing expression can be obtained
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em(t) = (1) — X1() =
Axpy(t) + Buy, (t) — Ax1(t) — Bui(t) =
N
Aen() +BK S apj[ni(Ch) +e(th)-

j=1 (12)

N
M) = en(E)] = BK ) ayjln;(Ch)+
j=1

ej(Ch) =m1(Ch) — ey (Ch)]
Furthermore, we define vectors
e =1 e, e3(1) €4 ex(® 17,
T T T T T (13)
no=0[n@® n@ ) ny(@® 1
Based on the above vector definitions and taking into acco-
unt the impact of DoS attacks, Eq. (12) can be reformulated as
(In-1®A)e(t) - (E1 LE» ® BK)e(th)—-
(E\L®BK)n(lh), 1 € Dy;
(In-1®A)e(1), t € Dy

where E1 =[ —1y-1 Iy-1 ]and E;FZ[ On-1 In-1 1.

() = (14)

III. MAIN RESULTS

In the following section, a Lyapunov function is constructed
to derive sufficient conditions for the exponential stability of
the vehicle platoon system. Based on these conditions,
specific design schemes for the event-triggering parameter
matrices and the control gain matrix are then presented.

Theorem 1 Given the gain matrix K, the event-triggering
weighting matrices ¥ and Q, and the positive parameters
T, T, h, Ao, A;, and &;, and under the condition that the
following inequality holds

(15)

If there exist 3(N — 1)-dimensional positive definite matri-
ces Q, ¥, 7, Zy, P,and R and matrices G, G, G3, Q1, and
0> ensuring that the following matrix inequalities hold

- 1 &
A==+ + )| =z+=]<0
1+ (4 0)(T T)<

diag(P, On(n-1)xn(v-1y) +hQ >0 (16)
He(Q1)/2 01+
= 17
¢ © He(Q1/2-05) an
r @%1 @}2 @%3 @%4 015 b
« 67 0P ey op
O =| * * 0? @?4 @?5 <0 (18)
* * * @‘1‘4 @‘1‘5
% % % * @?5
F oll 12 13 14
@% 0,” 6" 0,
x 67 07 63!
6, = . . @?3 @?4 <0 (19)
* % % @‘2‘4
[ 6! 0
O=| o7 <0 (20)

61! =11 P+He(-01/2-G1 +Iy-1®ZA),
01>=0,-0,+G,-G] —E\LE;®Z, BK,
67% = -He(01/2- 0, -G3)+
E}L'SLE,® V-

In-1®Q,

61° = ~E1 L®Z1BK,

6P =EJLTSLeY,

0P =LTSLeV-IyaV,

O =PT -Gl +(Iy-1®Z21A)" - Iy-18Z),
0% =G} —(E\ LE;®Z1BK)",

01! = ~(E1 L8ZiBK)",

61 = —He(Iy-1®7Z)),

O = hG +h(Iy-1 ®Z1A)T,

0% = hG3—h(E1 LE,®Z1 BK)T,

0} = —h(E1 L&Z BK)",

@‘1‘5 =hGy—h(Iy-1 ®Z)T,

@?5 = —he UhR,

0! = 0" +Bi1hHe(Q1) /2,

6} =012 +B1h(-0) + 0y),

O = 62 +B1hHe (01 /2- 02).

64t = 61" +1He (Q1) /2,

65t =0+ h(-01 + Q).

0% = hR—He (Iy_1 ®Z)),

6)! = AP +He(Iy-1 ®ZA),

O = PT—(In_1 ®Zp) + (IN-1 ® ZoA)T,
622 = —He (Iy-1 ®Z))

then, the error system shown in Eq. (14) is guaranteed to
converge to zero, indicating that the vehicle platoon can main-
tain safe and stable operation under DoS attacks.

Proof A Lyapunov function incorporating Dpys(?) is
constructed to distinguish between attack and non-attack inter-
vals and is defined as

21

V() = Vi) + Vo) + V3(1) + Va(t) (22)
where
Vi(t) =" (t)Pe(r),
Va(t) = Dpos()((€ + Dh— )T (1) Qe(),
V3(t) = Dpos(D((£ + Dh—1) [, 1 6DET (5)Ré(s)ds, (23)

Va(t) = 9(0),
&0 =1[e' .2 (¢h]",
9(@) = @)+ T2 () + -+ +In ()
Next, the analysis is conducted separately for the two cases:
non-attack intervals and attack intervals.
Case 1: When te[th,((+1)h)ND,, Dpes(t)=1, the
derivative of V(¢) is given by

V(1) = Vi(t)+ Va(0) + V3(1) + Va(t) (24)
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Vi(t) = =1 Vi(1) + 22" (1) Pe(t) + 112" (1) Pe(r),
Va(t) = =41 Va () — " (1) Qe(1)+
2((E+ Dh—0e" (1) Qé(r),
V(1) < =, Va(0) + (€ + Dh— )& (1) Ré(r)—
el [1 ET(s)Ré(s)ds,
Va(t) = =2 Va(t) — pd (1) + 8" (1) (In-1 ® Q)e(r)
Next, applying Jensen’s inequality to the integral term
i € ()RE(s)ds yields

[1 €N ($)RE(s)ds > (t— Em T (ORL(D)
where {() = mﬂh é(s)ds. By applying the Newton-Leib-

(25)

(26)

niz formula and introducing free-weighting matrices G, G»,
and G3, the following can be obtained

207 ()G +&" (1)Ga + 2" (Eh)G3]x
[—e()+e(th)+(—th)(()] =0
Similarly, by introducing the free-weighting matrix Z; and
combining it with Eq. (14), we obtain
2" (1)(Iy-1 ©Z1) +2" () (In-1 8 Z1)+
(=T () In-1 ® Z)[—2(t) + (Iy-1 ® A)e(t)—
(E1LE>2®BK)e(th)—(E1 L®BK)n(th)] =0
Considering the previously defined variables e(r) and n(t),

the event-triggering condition in Eq. (7) can be reformulated
as the following matrix inequality

0" (Ch)(Iy ® Pn(th) <
N (EW(LTEL)® PIn(th)+
N (W (LTELE)) ® Ple(th)+
e (th(E3 LTZL)® Pln(th)+
&' (th)[(E] LTELE) ® W]e(th) +uH(Lh)
Combining Formulas (24)—(29) and defining vectors
&) = (€70, (h)n"(h), & (0,701,

&) = (21,2 (th),n" (th), & 01"
the following inequality is obtained

. —th
VO + V0 < S 0o 0+

€+ Dh—t
ng (0)O26:(1)
When matrices @ and @, are negative definite, i.e., condi-
tions in Eqs. (18) and (19) are satisfied, Formula (31) can be
rewritten as

27

(28)

29)

(30)

€2

Vi) < = Vi) (32)
Further calculations yield
Vi(t) < e M=y (eh) (33)

Case 2: When t€ qzﬁn and Dpys(?) =0, the derivative of
V(1) is given by
V() = Vi(0) + Va(0)
Vi(0) = Vi) + 28T (1) Pé(r) + 92 (1) Pe(r),
Va(@) = Ao Va(d)

By introducing the free-weighting matrix Zy and combin-
ing with Eq. (14), the following is obtained

(34

(35)

2" (1) (UIn-1 ©Z0) + " (D (In-1 ® Z0) ][ —&(1)+
(IN-1®A)e(N] =0
Combining Egs. (34) and (36) and defining the vector
& (1) = col(e(r),e(r)), the following inequality is obtained
V()= V(1) < & ()O0é3(1) (37)

When condition in Eq. (20) is satisfied, the following is
obtained

(36)

V(£) < V(1) (38)
Further calculations yield
V(1) < 0Py (h,) (39)

By analyzing the Lyapunov function, the following equa-
tions can be readily obtained
V((¢h)™) = V(Lh),
V(dy) = V(dy),
V(b)) =V(bn)
Next, based on the classifications in case 1 and case 2, and
by combining Formulas (33), (39), and (40), the following
derivation is obtained.
When ¢ € [¢h, (£ + 1)h) N @, we have

V() < e =My ep) =

e—/h(t—(l’h)_)v((gh)—) <
e—/ll(l—(fh)f)—/h((fh)*—(f—lﬂl)v((g_ Dh) <

(40)

<

o~ 1=y V(d,) =

e (tftig)v(d:: )<

o (t=d) )+ Ao(dy —by—1) V(En_

(41)
1)<
e~ M0 Dy (- ) <
M IR+ ROy ()
When ¢t € 55”, we have
V() < ety p,) =
eﬂo(f—bﬁ)v(b;) <
e/l()(tfb;)f/ll (sn—Cmaxh) V(gmaxh) <

0(=by)=A1(bn _J")V(Jn) - (42)

e 0(=by)=A1(bn _J’:)V()(J;) <
=M E=RODD+IRO.0ly ()
By substituting Formula (5) into Formulas (41) and (42), the

following inequality is derived

V(1) < eMV(0), t >0 (43)

_ 1 h
where 4=-141+(4 +/10)(7 + ?) When condition in Eq.

(15) is satisfied, Formula (43) ensures that Eq. (14) achieves
exponential stability, thereby confirming the stability of the
vehicle platoon studied in this work. [ |
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Theorem 2 If there exist positive parameters T, T, h, Ao,

- 1 h
A1, and &; satisfying 4=-41+ (41 + /10)(7 + ?) <0, and

matrices >0, R>0, Qi, @, X1, Xo, G1, G2, G3. K, 7,
and Q satisfying the following inequalities

diag(P1, 0nN-1yxn(v-1)) + hQ > 0 (44)
_ | Hel@1]/2 -Q+ @
Q= . HelQ1/2- Q] 45)
r Hll 012 nl3 014 15
@1 01 @1 @1 @1
022 023 024 025
* 0y ?1 ?1 ?1
@ =| * = 63 6* 65 <o (46)
% & OM oY
ES ES * * @?5
r @él @%2 @13 @54
1
022 023 024
A R R (47)
2= ® % @%7’ @?4
k % k @34
[ 6t 6
O!' = 1P +He[-Q /2- G + Iy-1 ®AX] ],
@}2 = Q1 —Q2+§1 —gg—El.EEz ®Bk,
@%2 = —-He[Q;/2-@Q, - G3]+
EILTSLE, @ ¥ —1y-1®0,
(;){3 = —E].L@BI_(,
0P =E L'sLe?,
OB =LTSLeP-IyeP,
O =PT -Gl + (Iy-1 ®AXD)T = Iy_1 ® X,
6% =Gl —(E\LE,® BK)",
63 =—(E\ L&BK)",
61 = —He[Iy_1 ®X]],
0 = hGih(Iy-1 ®AX])",
6% = hG3 —h(E\ LE;® BK)", (49)

6} = -h(E, L&BK),

67 =hGr—h(Iy-1®X])T,

6 = —he 'R,

6 = 61" + A1hHe[Q1/2,

0 = 02+ Lh(-Qi + @),
65% = O + 11hHe[Q, /2 - Q1]
0)* = 6}* + hHe[Q,1/2,

63 = 01" +h(-Q + Q).

63* = hR—Helly-1 ®X]],

6y = —APo +He[ly_1 ®AX]],
6 =Py —(In-1®X)) +(In-1®AX))T,
6% = —Helly_1®X; ]

then, the error system in Eq. (15) will ultimately converge to
zero, indicating that the vehicle platoon can maintain safe and
stable operation under DoS attacks. Meanwhile, the expres-
sions for the control gain and event-triggering parameter
matrices are given by

K=KXx;T, ?w=x;'?x;", o=x7'0x;" (50)

Proof DefineX; =Z;",Xo=2;", U = (In-1®X)U(IN_1®
XD), U= (In-1©X0)U(Iy-1®X]), and U =X]UX,. Then,
we have (U, U) € {(P.1),(Q1,Q1),(02.6). (R, R)}, (U.U)e
{(P,Po)}, and (U, U) € (¥, ¥),(2,2),(G,G)}.

Next, define Y| = (I4(N_1)+N®X1), Y, = (I4(N_1)®X1), and
Y3 = hiv-1)®Xo. By pre-multiplying and post-multiplying
Formula (18) (Formula (19)) by Y; (¥2) and Y[ (Y;), we
obtain Formula (46) (Formula (47)), which is equivalent to the
original one. Similarly, pre-multiplying and post-multiplying
Formula (20) by Y3 and Y3T yields the equivalent Formula
(48).

Finally, by solving the set of inequalities, the control gain
and event-triggering parameter matrices are obtained as
K=KX;T, ¥ =x;"PX;", and Q = X;'QOX;T. n

IV. SIMULATION

In this section, to effectively validate the safety and stabil-
ity of the leaderless vehicle platoon and the distributed control
strategy, a vehicle platoon model, as shown in Fig. 2, is estab-
lished. The communication topology of the vehicle platoon
model is constructed as

I -1 0 0
13 -1 -1

L=y 21 1 o 5D
0 -1 0 1

Furthermore, the fixed safety distances between vehicles in
the platoon are set as djp =5 m, dj3 = 10 m, and dj4 = 15 m.
The specific parameter values associated with Theorems 1 and
2 are given as h=0.1, 29=0.35, 1;=024, and
01 =073 =03 =04 =0.01. Using these parameters and substi-
tuting them into the sufficient conditions of Theorem 2 yield
the following explicit expressions for the control gain matrix
and event-triggering parameter matrices

K= 00742 05957 03349 |,
[ 0.0097 0.0770 0.0432
w=| 0.0770 0.6166 0.3463 ‘
| 0.0432 0.3463 0.2007 (52)
[ 0.0519 0.3741 0.1760
Q=| 03741 27301 1.2851]
| 0.1760 1.2851 0.6112

Fig. 3 shows, from top to bottom, the number of data trans-
missions, transmission frequency, and transmission interval

Vehicle 1 Vehicle 2 Vehicle 3 Vehicle 4

Fig. 2 Vehicle formation communication topology.
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(i.e., the number of event triggers, their frequency, and their
interval) for vehicles 1-4. To further demonstrate the efficacy
of the dynamic ETM proposed in this study, detailed data are
provided. The numbers of event triggers for vehicles 1-4 are
345, 122, 68, and 140, respectively, with mean triggering
intervals of 0.1739, 0.4910, 0.8824, and 0.4279 s, respec-
tively.

Figs. 4 and 5 depict the operating states of the vehicles. Fig.
4 illustrates the tracking errors of the vehicle platoon, with
position errors, velocity errors, and acceleration errors from
top to bottom. After approximately 20 s, the position errors
converge to the safe inter-vehicle distance while the velocity
errors approach zero, indicating that all vehicles in the platoon
maintain both safe spacing and synchronized velocity. Fig. 5
further illustrates this conclusion by visually demonstrating
the position, velocity, and acceleration information for vehi-
cles 1-4 from top to bottom. The plots clearly exhibit all vehi-
cles in the platoon maintaining a 5 m safe spacing and
synchronized velocity of 1.167 m/s.

g 10 20 30 40 50 60
! ] —o The trigger instant of vehicle 3 DoSl
LN
g 10 20 30 40 50 60
|—0 The tigger instant of vehicle 4 DoSl
il A
0 10 20 30 40 50 60

Time (s)

Fig. 3 Event-triggered frequency and interval.

E

e 20k — - p) — pips(t) srm pipu(D) DOSl

o

E B B O P Y A A R R EA A

cwi{THHHEBEHHHHBHHBEHHHHEH

S HEOAIHHIHRB IR HHIA I H I H B

o

& 0 10 20 30 40 50 60
> 7 04F |— SVn(l) = v vs(f) e viw(D) DOSl
5 !
cS—= OF [PV EPEY R S P td
3 5 AR
> 2 —0.2 a2 I

©—-04t A . A . .
0 10 20 30 40 50 60
g o 04F |_ soaay(t) — o ayas(f) seeea—ay(t) DOSl
<% o2y
E = 0 r,"}:;."e“‘ s g
D = n
S g 0.2
< 0 —04E A . A . .
0 10 20 30 40 50 60
Time (s)

Fig. 4 Vehicle formation tracking error.
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Fig. 5 Vehicle status information.

V. CONCLUSION

This paper addresses the safety control of vehicle platoons
under malicious DoS attacks. A leaderless vehicle platoon
model is established for road wvehicles. Subsequently, a
dynamic ETM is formulated to efficiently mitigate communi-
cation resource constraints. Based on this mechanism, a
distributed control strategy is designed. This strategy not only
ensures that the vehicle formation maintains a constant safe
distance and speed, but also guarantees safe operation under
DoS attacks. Furthermore, a Lyapunov function is
constructed, providing a rigorous theoretical proof of system
stability and a design scheme for the controller gain. Simula-
tion results confirm the effectiveness and stability of the
proposed control strategy.
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